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What Is Identity Theft?What Is Identity Theft?

• Identity theft occurs when someone 
possesses or uses your name, address, 
Social Security number (SSN), bank or 
credit card account number, or other 
identifying information without your 
knowledge with the intent to commit fraud 
or other crimes.



How can someone steal my How can someone steal my 
identity?identity?

• They get information from businesses or institutions by 
stealing records from employer, bribing, conning, or 
hacking into computers.

• They rummage through your trash, the trash of 
businesses, or dumps in a practice known as "dumpster 
diving." 

• They obtain credit reports by abusing their employer's 
authorized access to credit reports or by posing as a 
landlord, employer or someone else who may have a 
legitimate need for and a legal right to the information. 



How can someone steal my How can someone steal my 
identity?identity?

• They steal credit and debit card account numbers as 
your card is processed by using a special information 
storage device in a practice known as "skimming." 



How can someone steal my How can someone steal my 
identity?identity?

• They steal mail, including bank and credit card statements, pre- 
approved credit offers, new checks, or tax information. 



How can someone steal my How can someone steal my 
identity?identity?

• They complete a "change of address form" to 
divert mail to another location. 

• They steal personal information from your home. 

• They scam information from you by posing as a 
legitimate business person or government 
official. 

• They steal wallets and purses containing 
identification and credit and bank cards. 



What is "What is "pretextingpretexting" and how " and how 
does it relate to identity theft?does it relate to identity theft?

• Pretexting is the practice of getting your personal 
information under false pretenses. Pretexters sell your 
information to people who may use it to get credit in your 
name, steal your assets, or to investigate or sue you. 
Pretexting is against the law. 

• A pretexter may call, claim he's from a survey firm, and 
ask you a few questions.
– He pretends to be you or someone with authorized access to 

your account. 
– the pretexter may be able to obtain personal information about 

you such as your SSN, bank and credit card account numbers.



What is "What is "pretextingpretexting" and how " and how 
does it relate to identity theft?does it relate to identity theft?

• Pretexter may use a fraudulent web-site to extract 
information
– www.bankofamerica.com
– www.bankofamerika.com



What are the consequences of What are the consequences of 
identity theft?identity theft?

• Open a new credit card account, using your name, date of birth and 
SSN. When they don't pay the bills, the delinquent account is 
reported on your credit report.

• Change the mailing address on your credit card account. The 
imposter then runs up charges on the account. Because the bills are 
being sent to the new address, it may take some time before you 
realize there's a problem.

• Take out auto loans in your name.

• Establish phone or wireless service in your name.



What are the consequences of What are the consequences of 
identity theftidentity theft

• Counterfeit checks or debit cards, and drain your 
bank account.

• Open a bank account in your name and write 
bad checks on that account.

• Give your name to the police during an arrest. If 
they are released and don't show up for their 
court date, an arrest warrant could be issued in 
your name. 



How can I tell if I'm a victim of How can I tell if I'm a victim of 
identity theft?identity theft?

• Failing to receive bills or other mail. Follow up with 
creditors if your bills don’t arrive on time. A missing bill 
could mean an identity thief has taken over your account 
and changed your billing address to cover his tracks. 

• Receiving credit cards that you didn’t apply for.

• Being denied credit, or being offered less favorable 
credit terms, like a high interest rate, for no apparent 
reason.

• Getting calls or letters from debt collectors or businesses 
about merchandise or services you didn’t buy.



How can I tell if I'm a victim of How can I tell if I'm a victim of 
identity theft?identity theft?

• To order your free annual report from one or all the 
national consumer reporting companies, visit: 
www.annualcreditreport.com; call toll-free: 1-877-322- 
8228; or complete the Annual Credit Report Request 
Form and mail it to: Annual Credit Report Request 
Service, P.O. Box 105281, Atlanta, GA 30348-5281. You 
can print the form from ftc.gov/credit. Do not contact the 
three nationwide consumer reporting companies 
individually; they provide free annual credit reports only 
through www.annualcreditreport.com, 1-877-322-8228, 
and Annual Credit Report Request Service, P.O. Box 
105281, Atlanta, GA 30348-5281. 

http://www.annualcreditreport.com/
http://www.annualcreditreport.com/


Identity TheftIdentity Theft

• Victims should not delay in correcting their 
records and contacting all companies that 
opened fraudulent accounts. The longer 
the inaccurate information goes 
uncorrected, the longer it will take to 
resolve the problem.

• For more information www.ftc.gov



Protect YourselfProtect Yourself

•• DonDon’’t give your personal information to t give your personal information to 
anyone over the telephone until you are anyone over the telephone until you are 
sure you know who you are talking to.sure you know who you are talking to.

•• Shred all personal information before Shred all personal information before 
discarding it.discarding it.

•• Do not respond to eDo not respond to e--mails asking for mails asking for 
updated information.updated information.

•• Check statements and credit reports often.Check statements and credit reports often.



The End,
Thanks for listening


	Identity Theft
	What Is Identity Theft?
	How can someone steal my identity? 
	How can someone steal my identity? 
	How can someone steal my identity?
	How can someone steal my identity? 
	What is "pretexting" and how does it relate to identity theft? 
	What is "pretexting" and how does it relate to identity theft?
	What are the consequences of identity theft? 
	What are the consequences of identity theft
	How can I tell if I'm a victim of identity theft?
	How can I tell if I'm a victim of identity theft?
	Identity Theft
	Protect Yourself
	Slide Number 15

